Adversarial Examples for Deep Neural Networks
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White Box Attacks

P rojczo/;ed Gmrﬁc—né Descent

X' = agmex  LOF(X),Y)

Solve nex

where PX - E X' / 1 X'-X ”ao< ¢ E for C/Xﬁm,ole

X, = T (X, + 7,9,L(5(%:),3))

w/ 7T(z): argmin “’C‘Z/I,_

]
X é‘Px

G

. Z



Fas[: graaliené Sigh me thod  (FGSM)

x¥= X+ £ s eL(%Y)
Noniberobive => fast

Carlini = Wagner atback
Want 3 mJu'n N5l st. c(x+d)=t

Soppaae we lmvc— GCCESS &) c IaSS;' f;&f‘ 5:
Nabﬂé;‘”\% Z=5(x) s closs ,Qogfﬁs

Gove?  min Il st (mex 2060 20+, ) g O
) P it

+
PgnahZéA Sorm o m}n /M”P 4—}\ (?;:,{(,- Z(X+5);f Z(x+£)t)

(omw\ana‘l' él’ﬁj ofF m eé’haJS So 'S:af %
— Regvires 5raalt'64175 o§ classifier (white box)
— Was Variants For turgebed o unbegebed abbacks

— Adversarial Péf‘&/fbab'r“" Comp vbed fer a Sujg/e 1mag9C
+ Clasgifier



Universal AJV@.Saria( Perturbabions

(MaoSav"«Dézfoo'( et al. 2"'7)

an«) s st X+§
s misclass Sied For
mosk imagés X

S s a unvesal or
nVEiSe
imoge agnoskic  pertuckobion

Thresher Labrador

o

Labrador

Flagpole

Tibetan mastiff

Lycaenid

CH

Algorithm 1 Computation of universal perturbations.

1: input: Data points X, classifier I%, desired ¢, norm of
the perturbation &, desired accuracy on perturbed sam-

ples 6.
: output: Universal perturbation vector v.
: Initialize v < 0.
: while Err(X,) <1—4§do
for each datapoint z; € X do
if k(xz; +v) = k(x;) then

sends x; + v to the decision boundary:

Av; < argmin ||r||g s.t. k(@ +v + 1) # k().

8: Update the perturbation:
v Ppe(v+ Av;).
9: end if

10: end for
11: end while
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(d) VGG-19 (e) GoogLeNet (f) ResNet-152

v hivGrsal P Gr [;vf loaéians jenéfaltze across  archi é‘&c&w’es

VGG-F | CaffeNet | GoogLeNet | VGG-16 | VGG-19 | ResNet-152
VGG-F 93.7% | 71.8% 48.4% 42.1% 42.1% 47.4 %
CaffeNet 74.0% | 93.3% 47.7% 39.9% 39.9% 48.0%
GoogLeNet | 46.2% | 43.8% 78.9 % 39.2% 39.8% 45.5%
VGG-16 63.4% | 55.8% 56.5% 78.3% 73.1% 63.4%
VGG-19 64.0% | 57.2% 53.6% 73.5% 77.8% 58.0%
ResNet-152 | 46.3% | 46.3% 50.5% 47.0% 45.5% 84.0%

Table 2: Generalizability of the universal perturbations across different networks. The percentages indicate the fooling rates.
The rows indicate the architecture for which the universal perturbations is computed, and the columns indicate the architecture
for which the fooling rate is reported.

You can abbock on vkoun ClagsiSier by Eroming  your
own (WiH\ o different architecture) and flmm'nj

2 white box method



Black box abbocks
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RMSD | ResNet-152 | ResNet-101 | ResNet-50 | VGG-16 | GoogLeNet
-ResNet-152 | 17.17 0% 0% 0% 0% 0%
-ResNet-101 | 17.25 0% 1% 0% 0% 0%
-ResNet-50 17.25 0% 0% 2% 0% 0%
-VGG-16 17.80 0% 0% 0% 6% 0%
-GoogLeNet | 17.41 0% 0% 0% 0% 5%

Table 4: Accuracy of non-targeted adversarial images generated using the optimization-based ap-
proach. The first column indicates the average RMSD of the generated adversarial images. Cell
(1,7) corresponds to the accuracy of the attack generated using four models except model i (row)
when evaluated over model j (column). In each row, the minus sign “—” indicates that the model
of the row is not used when generating the attacks. Results of top-5 accuracy can be found in the
appendix (Table 14).
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(Brown et al. 2019)
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