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Measuring the Mobile Internet

Motivation

Most of the time people spend online is via a mobile device* 

When YouTube hangs, is it 
} A slow device? 
} Weak signal? 
} Contention for bandwidth? 
} Bad path to Google? 
} ISP shaping? 
} Bad server? 

Key challenge: We need extensive network measurements to 
perform root cause analysis
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Measuring the Mobile Internet

There’s an app for that

Solution: App-based measurement 

} Speedometer 
} Mobiperf 

} MySpeedTest 
} Netalyzr Mobile 
} Namehelp Mobile 
} … 

How is this working out for us?
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Measuring the Mobile Internet

Lessons learned from mobile measurement

} What you measure may not be what you think 
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1. INTRODUCTION

Mobile data traffic from hand-held devices is growing at
an unprecedented rate. To cope with the increasing cellu-
lar traffic demand, carriers have deployed Performance En-
hancement Proxies (PEPs) to help provide better performance.
Previous studies looked at PEPs [1, 5, 3, 2, 4, 6], but none
has measured details of PEP behavior for major carriers. In
this paper, we investigate PEP behavior and quantify their
benefits and problems.

Our study focuses on split connections, that is, end-to-end
communication which is split into two separate segments
by a carrier: one segment handles traffic between the mo-
bile device and the PEP, whereas the other segment is estab-
lished between the PEP and the server (see Figure 1). We
found that a carrier is usually only splitting connections on
selected ports. In general, HTTP traffic (port 80 and 8080)
is split whereas traffic on other ports is handled by regular
(non-split) end-to-end connections. We carefully designed
experiments to investigate the benefits of splitting including
caching, traffic redirection to preferred servers, and reuse of
persistent connections.

We also evaluated the performance of PEPs by analyzing
file downloads of varying sizes. We observed that split con-
nections perform better than their non-split counterparts for
larger downloads, but worse for small files (≤100KB).

2. METHODOLOGY

To study the properties of PEPs, we use a setup similar
to the one shown in Figure 1. As a simplification we only
model three connected entities: a mobile device, the PEP,
and the server. Connections between these entities use the
public infrastructure including the cellular links between the
phone and the PEP. In our experiments we manage the mo-
bile device (a rooted HTC One with Android 4.3) and the
server (a Linux machine with kernel version 3.0.0), without
control or access to the PEP. In general, we synchronize the
phone and the server using NTP, initiate a connection from
the phone to the server and record tcpdump traces on both
sides. We run above experiments on different ports, differ-
ent protocols and download files with different sizes.

For a traditional non-split connection (Figure 1), a single
connection between the mobile device and the server is es-

Cellular Link Wired Link 

Non-Split: 

Split: 

① HTTP GET www… 

① HTTP 200 OK 

① HTTP GET www… 

① HTTP 200 OK 

② HTTP GET www… 

② HTTP 200 OK 

Figure 1—Connection types

tablished, while the cellular carrier in the middle is merely
forwarding packets. For a split connection, the PEP breaks
the connection in the middle and thus forms two separate
connections. With non-split connections, traces from the two
endpoints match, i.e., packets observed in one trace are also
observed in the other one. With split connections though,
we observe the following differences between the traces: 1)
The server receives a much larger value for the receiver win-

dow size than the phone advertises, 2) the phone receives
packets with sequence numbers not matching the ones sent
by the server (the same applies to acknowledgement (ACK)
packets in the reverse direction), and 3) the server receives
ACKs for transmitted data, hundreds of milliseconds before
the phone sends out matching ACKs.

All US carriers we examined split the connection for HTTP
traffic (port 80, some also split traffic on the alternative HTTP
port 8080). In the following, we will mainly focus on the
dominating mobile traffic, HTTP traffic, and investigate the
benefits of split connections as well as issues.

3. PEP FEATURES

To understand the benefits of split connections on HTTP
traffic, we designed targeted experiments and confirmed that
some of the cellular carriers are caching content, redirect
traffic and reuse connections based on split connections.
Caching. To determine if a PEP caches HTTP content, we
have the phone initiate back-to-back HTTP requests to the
same webpage and record the server-side traces. For some

1

Example:  Estimate page load time for google.com (low cost) 
1. DNS lookup for google.com 
2. Ping google.com 
3. Estimate latency as DNS lookup time + N RTTs 

} But when you do an HTTP GET  
for google.com… 
} Connection is split 
} New DNS lookup based on  
Host: field 

} …except for YouTube + T-Mobile

Extra DNS lookup

http://google.com
http://google.com
http://google.com
http://google.com


Measuring the Mobile Internet

Lessons learned from mobile measurement

} Spray and pray measurement can get you breadth…

5

Dataset

• Collected by two Android applications:
Speedometer and Mobiperf

• 2011-10 to 2013-2 (17 months)

HSPA HSDPA UMTS EDGE GPRS LTE EVDO eHRPD 1xRTT

# of Measurements 439K 2326K 563K 506K 58K 1460K 2183K 301K 68K

# of Carriers 50 111 96 85 48 7 8 2 3

A. Nikravesh, D. R. Cho↵nes, E. Katz-Bassett, Z. M. Mao, M. Welsh PAM 2014 4 / 14

Performance across Carriers

How observed performance matches with the expectations across access
technologies?

• Latency
1 Latency varies significantly across carriers and access technologies

2 Same performance for di↵erent access technologies
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} …but noise in the data frustrates characterization



Measuring the Mobile Internet

Lessons learned from mobile measurement

How do we isolate cases of bad performance? [PAM ’14] 

Example: Path inflation evolution in mobile networks  
} Combination of traceroute and DNS lookups 
} Knowledge of Google’s infrastructure 
} Continuous measurements 

Example: Shotgun correlations 
} Vary signal strength only,  

observe impact on performance 
} Doesn’t really generalize to factors  

such as location
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Performance Degradation: Root Causes

Signal Strength

How much it can a↵ect performance?
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I Accounting for signal strength is important for interpreting
measurement results.
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Measuring the Mobile Internet

Next generation of mobile measurement

Our 1st-generation apps have been useful! 

 
Making further strides in this domain  

} Needs a large(r) set of participating devices 
} Real-time monitoring of performance 
} On-demand (adaptive) measurements for RCA  

Great, let’s all go build new apps!
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Measuring the Mobile Internet

Pitfalls of App Proliferation

Coverage 
} Who has a billion-install idea? Million-install? 

} If so, what the heck are you doing here? 

Consistency 
} How do we join datasets?  
} What measurement implementations? 

Cost 
} How many times do we need to run the same ping? 

Interference 
} What if MST runs during Mobiperf’s ping test?
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Measuring the Mobile Internet

Mobilyzer: Mobile Measurement Library

Our proposal: One measurement library, many apps 

} API for measurements  
simplifies app dev
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Mobile network measurement is challenging 
due to 

1. Significant manual effort required to 
develop effective measurement tasks. 

2. A lack of flexibility to support new 
measurements to existing tools. 

3. Difficulty in performing real-time analysis on 
collected data to influence measurement 

scheduling. 

Motivation and Problems 

System Overview 

How to use Mobilyzer? 

1. Adaptive smart scheduling at the server 

2. Support for rule-based measurement 

Mobilyzer: A Network Measurement Library for Android Platform 

1University of Michigan  2Northeastern University 
Hongyi Yao1, Ashkan Nikravesh1, Yunhan Jia1, Haokun Luo1, David R. Choffnes2, Z. Morley Mao1 

Measurement 
data with 
uniform format 

Benefit 1: Easy to Measure Benefit 3: Dynamic Scheduling from Server 

Measurement Ping HTTP Get UDP Burst DNS 
Lookup 

Line of code if 
manually built 551 400 837 639 

Measurement Traceroute TCP 
Throughput 

RRC State 
Inference 

Line of code if 
manually built 237 748 1729 

Server tasks to 
clients 

Get 
Mobilyzer 

API 

Create task 

Control task 

Config 

Receive results 
via listener 

API Example 
Create Task 

pingTask = createTask(Ping,“google.com”, params) 
submitTask(task) 

Control Task Scheduler Config 

cancelTask(pingTask.taskId) setBatteryThreshold(60); 

1. General purpose: Support most basic 
measurements. Greatly reduce human effort 

2. Flexibility: easily support new measurement 

3. Support complex measurement. E.g: RRC 
inference 

Benefit 2: Single, Unified Scheduler 

Ping TCP Throughput 

Interfere  if 
executed together! 

Mobilyzer Solution: centralized coordination 

Ping TCP Throughput 

Ping 
TCP Throughput 

A set of simple but effective API 

1) Create and submit a task to be executed 

2) Cancel task or get running status 

3) Modify scheduler’s configuration 

  

Can define measurement after releasing app 

1. Scheduling measurement tasks for both 
fairness and efficiency 

2. Support task preemption 

3. Support pausing and cancelling task 

4. Solve inference problem between multiple 
measurement apps 

 

Future Work 

Mobilyzer to the rescue! 
 

For more information, please visit:  
http://www.mobilyzer-project.mobi/ 

http://mobiperf.com/ 
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Mobilyzer: Mobile Measurement Library

Our proposal: One measurement library, many apps 

} API for measurements  
simplifies app dev 

} Single scheduler per  
device allows apps to  
coexist
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Mobilyzer: Mobile Measurement Library

Our proposal: One measurement library, many apps 

} API for measurements  
simplifies app dev 

} Single scheduler per  
device allows apps to  
coexist 

} Data collection
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Why Mobilyzer?

Designed with researcher incentives in mind 

} Simplifies app development 
} Just ask MySpeedTest dev (GaTech student) 

} PlanetLab-like participation model 
} Bring one Mobilyzed app, run measurements on all devices 

} Dynamic server-side control of measurements 
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Measuring the Mobile Internet

One last thing

What about detecting traffic differentiation in mobile? 
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Measuring the Mobile Internet

One last thing

What about detecting traffic differentiation in mobile? 

} Challenges 
} What traffic triggers differentiation? 
} How do we tell that the ISP is doing anything (vs. noise)? 

} Our approach 
} Record and replay traces of real traffic from mobile apps 
} Use VPN tunnels (Meddle) as controlled experiments 

App to be released soon (works without root)!
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Thanks!

Obligatory project URLS 

http://mobilyzer-project.mobi 
http://mobiperf.com 
http://meddle.mobi 

http://openmobiledata.appspot.com 
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