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ABSTRACT

A novel technique is proposed to combine the encryption
of multiple data streams by generating a single encrypted
stream, from which any ofthe original data streams can sub-
sequently be decrypted. By transforming the original data
onto random bases and using specially selected duals, a se-
cure method is proposed for the simultaneous encryption
and restricted decryption of data of any dimension. These
special duals allow the simple addition of transformation
coefficients while allowing perfect decryption of each data
stream, which otherwise is not possible. Experimentation
in encrypting different images and multiple videos are pre-
sented, demonstrating the applicability of our approach. We
show that our encryption technique is not only easy to code
but is highly secure. The proposed technique can be used in
any application where data protection is desired from unau-
thorized users or where restricted access is required.

1. Introduction

Data security has taken center stage in nearly all modem ap-
plications not limited to LANs, WANs, Pay-per-View and
Video-on-Demand. With the recent proliferation of wire-
less and communication networks, the role of data security
has become immensely critical. During last few decades
researchers have invested considerable time and effort in
devising ways to protect data from unauthorized users. In
this paper, we propose a novel approach to data encryption
with applications in areas where restricted authorization is
to be provided to users. Situations where data decryption
is to be restricted, i.e., where only a certain predefined por-
tion of the data should be decrypted by a certain user, find
frequent application in day to day life. Cable companies
provide a wide variety of channels, but allow different users
access different channels depending on their type of sub-
scriptions. Computational software often provide options
for various toolboxes depending on the purchase made by
the consumer. In general, with the increasing requirements
for personalized services, there is a need to develop methods
for such restricted decryption.

We focus on the problem of simultaneously encrypting
multiple data streams, while allowing restricted decryption
depending on the authorization of the 'decryptor'. We for-
mulate encryption as a transformation of data onto specific
bases. We note and exploit an interesting property of ran-
dom matrices, using them as bases to transform the data.
Given the transformation matrix, the original data can then
be simply decrypted by inversion and 're-transformation'.
We use this paradigm to simultaneously encrypt multiple
data streams (i.e., multiple images or video frames) while
allowing restricted decryption. The primary contribution of
this work is to allow simple addition oftransformation coef-
ficients while perfectly reconstructing encrypted data when
summed coefficients are used for reconstruction. This sim-
ple addition of coefficients is not possible with any other
transformation, making this work particularly unique. The
resulting algorithm which works for both compressed and
uncompressed data is as secure as the random number gen-
erator used.

The rest of the paper has been organized as follows:
Section 2 reviews the related work in this area while Sec-
tion 3 covers the problem formulation and describes the pro-
posed solution. Section 4 discusses the proposed encryption
algorithm, followed by results, discussion and conclusions
in Section 5, Section 6 and Section 7 respectively.

2. Related Work

Data encryption, a way to protect data from unwanted users,
has widely been studied by researchers over last few decades
[6]-[13]. Although many encryption techniques exist in lit-
erature [4] but modem technological demands have raised
the stakes for more reliable and secure encryption. In gen-
eral, encryption techniques can roughly be classified into
two categories: those that deal with the value of data [7],
[10] and others that have to do with the position of data [9].
Our technique falls into the first category. These techniques
can also be classified in terms of security and computa-
tional complexity. Generally, encryption algorithms such
as Triple-DES [12] and RC5 [13] that are computationally



complex, are considered secure. On the other hand, chaotic
encryptions that require simple computational procedures
offer less secure alternatives [6], [10], [11]. Our technique
lies somewhere between these two classes.

Yen and Guo [7] proposed a method that encrypted im-
ages on a per pixel basis. Grey level values of each pixel
were encrypted bit-by-bit using one of the two predeter-
mined keys, generated by a chaotic system. In contrast, our
technique does not encrypt every pixel separately. Instead,
we propose to encrypt the image data collectively. Li and
Zheng [8] later pointed out that Yen and Guo's technique
is not secure when any secret key is repeatedly used to en-
crypt more than one image. In contrast, our technique does
not have this problem because in our technique any key ma-
trix can only decrypt its own data. The idea of multiplex-
ing several signals through superframes was first coined by
Balan [2] when he proposed it to be used for time and fre-
quency division multiplexing of signals. Kuo's work in [3]
is more relevant to image multiplexing but he has used an
m-sequence to obtain the encrypted image whereas the orig-
inal image is recovered through correlation with the corre-
sponding m-sequence. The idea of coefficient summation
was initially proposed by Han and Larson [1] when they
proved that dual frames can be constructed in continuous
domain with the summable property. This paper extends
their idea to discrete domain and proposes a technique that
can achieve summable coefficients for data of any dimen-
sion such as signals, images and videos.

3. Problem Formulation

In this section we describe the process of simultaneously en-
crypting multiple data streams and showing how restricted
decryption can be performed. Consider the available data x,
anM x N. We can transform the data onto a M-dimensional
basis defined by b using a linear transformation c = bx,
where c are the coefficients of the basis of transformation.
The original data can then be recovered through an inverse
transformation x' = bc where b is the dual of b (i.e.,
ii = I). The aforementioned process can be conceptual-
ized as an encryption-decryption process, since the original
data cannot be recovered unless one has access to the ba-
sis b, referred to as the encryption basis. It is observed
that any random matrix forms a set of linearly independent
vectors and can therefore be used as a bases for transfor-
mation. This straightforward transformation onto a random
basis forms the backbone of the proposed approach.

bases, however, the coordinate vectors are of length 2M.
As a result, the column vectors of (iK and (I 2 span a M-
dimensional subspaces each of length 2M. Thus,

Cl = blXl

C2 = P2X2
(1)
(2)

where c1 and c2 matrices represent the coefficients of the
bases (b1 and 12) oftransformation. To achieve a single en-
crypted matrix C, we sum the coefficient matrices together,

C = Cl +C2 (3)

Ordinarily, such a relationship cannot exist if any other tech-
nique is used, because perfect reconstruction of data be-
comes impossible when several coefficient matrices are added
together. To reconstruct the original signals from the summed
coefficients,

, c
X'2 = P2C

(4)
(5)

Now,

X1i = 4bl(Cl + C2) = 4blCl + 4C1C2

= 1lP1X1 + 1Plb2X2

Hence, if we choose (bI and '2 such that '1l2 = 0, i.e.
that the subspaces spanned by (b and P2 are orthogonal,
then we can see that x'1 = x1.

Similarly, we can derive x'2 x2 from

x/2 = P2(cl + C2) = C2C1 + C2C2

P24b1x1 + 4IP2(I2X2

if (P2(I1 = 0. Thus, four constraints are proposed for the
general solution of the problem,

]1l2 = 0

2P1 0=

(ii(p, = I

(2(P2 = I

(6)

(7)
(8)

(9)

Since (b and (2 are known (the initial encryption ma-
trices), Iij and (i 2 can be computed by finding the least
squares solution of the system,

A.Y=B (10)

where,
3.1 Encrypting Two Data Streams

Consider x1 and x2 are the available data, both of size
M x N. To achieve single encrypted data stream (or ma-
trix), data is encrypted using two M-dimensional random
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where 0 (zero matrix) and I (identity matrix) are the same
sizes as (bI and P2. It should be noted that the duals can be
constructed if matrix A is non-singular. Since it is made up
of several randomly generated matrices the probability ofA
being singular is extremely small [5]. It should be empha-
sized that the perfect reconstruction of original data from
the summed coefficients is only possible if the constraints
in (6)-(9) are satisfied.

3.2 Encrypting Multiple Data Streams

The extension of this formulation to multiple streams is a
simple extrapolation. For data { x1, x2,...xn}, a set of
random encryption matrices are required { (b1, P2 ....**n }
each spanning an M-dimensional subspace ofan nM-space.
The coefficients can be computed directly,

c1i = ixi, where i = 1,...,n (1 1)

The coefficients can then be summed,

n

C = E Ci
i=l

and the encrypted matrix C can be transmitted. Finalbn
correct duals can be computed,

A.Y=B

where,
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4. Encryption Algorithm

(12)

y, the
Fig. 1. Encryption and Decryption Process

Given n images '1, '2,. . ., In, a set of random matri-

(13) ces (referred as key matrices) bl, P2 . IIn can be gen-
erated from seed values s1, s2, ..., sn to compute A and
B and setup the system in (13). We can find Y in order
to get duals of the bases (or key matrices) (1, 2, *...* bn
using the least squares solution, and subsequently calculate
c1,c2,.. .,cn using (11). We then can generate a single
encrypted data C using (12) which can be used to decrypt
data using a particular key matrix.

5. Results

The proposed algorithm was implemented to encrypt three
images. Input images and encryption results are shown in
Fig.2(a) and (b) respectively. It is worth noting that all of
these appear to be completely random but when used for de-
cryption, produce a perfect reconstruction of images shown
in Fig.2(c).

Although this technique can be used for encrypting any type
of data, here we have presented its application to images
and videos. We create random bases to project our data into
summable coefficients. We, then, can achieve perfect re-
construction of images using specially selected duals of our
encryption bases. The block diagram for the entire encryp-
tion and decryption process is shown in Fig. 1.

No. of
Images

2
3
5

Size
(pixels)
lOOxlOO
lOOxlOO
lOOxlOO

Total
Time
0.093
0.59
8.89

LSQ
Time
0.062
0.49
8.36

00 of
Total Time

66.7
83
94

Table 1. Encryption and decryption time (in seconds)
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(a)

(h)

(c)

Fig. 2. Image encryption for three images: (a) Original Images,
(b) (leftmost) Encrypted Matrix and the three Key Matrices. (Note
that the encryption and key matrices are not shown to the scale or

aspect ratio) (c) Reconstructed Images.

The experiment was repeated for a set of nine differ-
ent images shown in Fig.3(a) and the encryption results are

shown in Fig.3(b). The value of the mean square error (14)
between the reconstructed image I and original image I is
again negligible (i.e., perfect reconstruction).

The average processing times 1 for the proposed algo-
rithm are shown in Table 1. It should be noted that the com-
putation ofthe least squares solution takes most of the com-
putation time. For two JPEG images of size 400x3 18, the
average computation time for the complete algorithm is 3.35
seconds whereas the average computation time of the least
square part only is 2.55 seconds (76%). The total process-

ing time reported for the same image in Sobhy's work [11]
is 20 seconds. Our technique reduces the processing time
by 83% in this case.

The processing time for our technique can further be
improved by reusing old bases (i.e., key matrices). Fig.4
shows three new images which were reconstructed using
the same bases that we generated for images in Fig.2(c).
The results show perfect reconstruction (i.e., MSE is [9 x

10-21, 8 x 10-23]). This is useful for simultaneous en-

cryption of multiple videos. For instance, A digital cable
company may want to show three movies to three differ-
ent subscribers while every subscriber should have only one

key for the entire movie. This can be achieved by encrypt-
ing one frame from all three movies together, generating a

single encrypted matrix and three key matrices. For all sub-
sequent frames, the same bases will be used to generate new
encrypted image. We will send keys to our subscribers only
once in the beginning of the transmission, while a single

Iusing MATLAB on Intel desktop Pentium IV, 2.4GHz, 1GB RAM

(b)

Fig. 3. Image encryption for nine images: (a) Original Images,
(b) (top left) Encrypted Matrix and the nine Key matrices. (Note
that the encryption and key matrices are not shown to the scale or

aspect ratio).

encrypted matrix will be transmitted for every frame. This
reduces the computation requirements on the subscriber end
to a simple reconstruction operation (i.e., convolution).

M-1 N-1

MSE = E E [IT(i j)

i=O j=O

I(i, j)]2. (14)

Encryption results for image sequences are shown in
Fig.5. Each row corresponds to successive frames of one

image sequence and the leftmost column shows the key ma-
trices used for that sequence. The last row represents a sin-
gle encrypted matrix of corresponding frames. It should
be pointed out that each subscriber is provided a unique
key which will ensure that he would only be able to ac-

cess his own data. The ability of our technique to provide
unique keys within an encryption process and reusability of
keys across several encryption processes makes it superior
to other techniques.

(a)



Fig. 4. Image encryption for three images when reusing old bases.
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Fig. 6. MSE when random key matrices are used for image re-

construction: (a) First 60 random key matrices, (b) One million
random key matrices

Fig. 5. Simultaneous encryption of three standard image se-

quences: leftmost column shows key matrices for each user and
each row corresponds to successive frames of one image sequence.

The last row shows a single encrypted matrix for corresponding
frames in that column. (Note that the encryption and keys matri-
ces are not shown to the scale or aspect ratio)

6. Discussion

In order to evaluate the security of our encryption technique,
we devised a simple 'attack' mechanism. A random key
matrix was generated from a seed value and valid encrypted
image was used to reconstruct the image. Reconstruction
error for each image was consistently high [5.06 x 105,
1.92 x 106], which shows that the encryption process is
highly secure. The experiment was repeated one million
times and results are shown in Fig.6(b). Results of the first
few values have been magnified in Fig.6(a). It should be em-
phasized that a binary random number generator can gener-

ate 2MXN different key matrices for encrypting two data
streams of size M x N. This means that one will need ap-

proximately 2.6803 x 10254 years to find a key matrices for
encrypted image of size 30 x 30 using brute force if one
attempt takes 1 nSec.

In order to emphasize that a partial encrypted image will
not give a good reconstruction, we observed the impact of
changing the encrypted image on the reconstruction error.

We introduced invalid values in the encrypted image one

column at a time. Although the valid key matrix was used,
reconstruction error was quite high [0.5 x 103, 2.7 x 104].
These results verify that perfect reconstruction is possible
only with a valid encrypted image and valid key matrix.

Although our encryption algorithm generates a key ma-
trix for each image in the sequence, it does not require huge
bandwidth as it may appear. This is due to the fact that
these key matrices are generated locally using random num-
ber generators that use seed values (or state of the system)
provided by the user in order to generate a key matrix. It
should be mentioned that a random number generator can

provide same key matrix if a seed value (or state of the sys-

tem) is provided. This reduces the memory requirements for
key matrices from several kilobytes to few characters when
generated locally. Therefore, the knowledge of seed value
along with type of random number generator used is suffi-
cient to generate key matrices locally. We used 931316785
as seed value and [3.6193 x 109, 3.2483 x 109] as state of
the system. Our use of seed values (or state of the system)
makes this technique at par with any encryption technique
hence needing a seed value and single encrypted matrix for
complete encryption-decryption process.

7. Conclusions

We have proposed an algorithm to combine the encryption
of multiple data streams into a single encrypted stream. We
have demonstrated that such a stream (or matrix) is suffi-
cient for simultaneous encryption of data streams. Although
this technique can be used for encrypting any type of data,
only results for multiple images and videos have been pre-

sented. The encryption and decryption process uses random
bases and their specially selected duals making it highly se-

cure. An attack study has been presented to evaluate the
security of the algorithm. We have also demonstrated that
the key matrices can be re-used without compromising the
security of our encryption technique. It has also been shown
that our encryption algorithm is not only simple, and com-

putationally efficient but also has acceptable bandwidth re-

quirements. On the basis of results presented, we believe
that this technique outperforms other encryption techniques
and can be used in a wide variety ofreal world applications.
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